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-Disital Safetv and Responsible Technologl, [Jse

Policv.

l. Objective:

r Cyber safety & responsitrle digital usc

. Prel'enfion and response to c-vberhullying

r Protection of children's phlsical, emotional, and online safety

*This pclicv ernphasizes prevention, eaily intervention, education, and restorative

practices alongside disciplinary measures."

I.1 Student Code of Conduct:

All students are expected to act as responsitrie digital citizens. 'l'his includes treating others

rvith the sarne respect online as they would in person. Specifically,. students must refrain from

using digital platfurms to engage in cyberbullying. harassment" or the sharing of non-

consensual imagery,. Users are prohibited from attempting to bypass securig filters, accessing

inappropriate or age-restricted content. or irnpersonating others whether on school-owned or
personal devices while an campus. Ethical use also requires respecting intellectual properfy

and maintaining the privacy of peers and staff hy not sharing personal information or

photographs without explicit permission.

2. Srope

This policy applies tr::

. All students (Boarders and Day Scholars).

. Teaching, Administrative,.and the Support Staff.

. Farents/Guardians-

. Vi.sitots using school dig:ital systems or netu'orks.
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It covers:

. School<rlvned and personal devices-

. lnternet access on campus.

Online platfonns. LMS, emails. and messaging tools'

Social media and online lrehaviour impacting the schoo[ community'

This polic-v applies during and outside school hours if the behavicur impacts thc

schoal communit','- its reputation- or student rvellheirg'

3. Cyber Security & Online Safety Polic-v

3.l Acceptable Use of Technolory

All users must;

. Use technolog-v fi:r educational, administrative, or appfoved purposes only-

, Respect privacy, dignitY, and rights ofothers'

. Foliow the School Rules and the National Cyber Laws'

.{l C}trerbull.ving is the use of digital technologies, such as phones. computcrs. social

media, or online gan:ring plaffbrms, to harass, threatcn. embarrass' or targst someone'

It can involve spreading rumoufs. sharing hurtlul content, or impersonating others,

and may cause serious emotional, psychological, and sometimes physical hann'

Users rnust NOT:

. Be involved in cyberbullying.

. Access or distribute inappropriate, violent, or explicit contBllt.

. Attempt to bypass internet filtcrs. firewalls, or security controls'

. Share passwords orirnpersonate others.

. Download or install unauthorized software.

. Engage in hacking or data misuse.

. Use Al tools fbr academic <Jishonesty impersonation, or creation of harnrful contenl
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3.2 Internct & Network SecuritY

Thc Schoolrvill:

. Use flrervalls, content filters. and monitoring tools'

. Restrict accsss to unsaf.b websites'

. Monitor tretwork usage for safbt-v prirposcs'

.:. I1,{o expectation of complete privacy on the sehool systems:

Users shoukl be arvare that the school systems are monitored for safefy and security' purposes'

in accordance u'ith applicable laws'

3.3 Device Usage {Boarding}

. Device usago timings may'be restrjcted'

. Devices may tre collected at night as per the school rules'

. Random device checks may be conducted'

. Need base access to devic.es will he permitted under stalf supen'isiol.

Any device confiscation ivill be documented atrd processed as per the school
a

disciplinary procedure.

4. Online Bull$ag (Cyberbullyiug) Poliey

4.1 Cyberbullying includes:

. Sending tlrreatening or abusive messagr;s'

. Spreading rumcurs, false information, or marphed images"

. Online shaming. trolling. or exclusion'

. hnpersonation or misuse of another's identifs-'

. Repeated online harassment'

. Sharing screenslrots or private t:onversations With intent t0 harm.

4



tr

4.2 Zero ltrlerante Approach

while c-vberhullying is trcated as serious miscondutt, respoflses will be proportionate.

age-appropriate, and focused on corret'tinn, accountabili{', and learning'

Actions may irr:lude:

. Counselling and warning.

Suspension of digital access.

Parents,/Guard i ans noti fi cation.

Suspcnsicn or lixpulsion (for severe or repeated tlffences)

4.3 Repcrting CYberbul.;*i n g

Students can rePon:

. To the DOF / Sr. Master' Sr- Mistress (GDIPD)

. To the Housemasterl Housemistress/ Tutorand Matron'

. To the School Counsellor

. Via confidential reporting meclranisen / email

5" Child Protection Policy: Tht school foirc*" a 'CH[,D FIRST' printiple in all

dctisions.

5.1 Commitrrent to Child Safe{'

Thc school is committed to:

. Providing a safe, secure' and nurJr:ring environment'

. Protecting children from abuss, neglect, explcitation, and harassment.

. Acting in the belt interest of the child at all times-

5.2 Forms ofAbuse Correred

" Physical abuse.

. Emotional or Psychological abuse'

' Sexual abuse or exploitatian.

. Negligence.

. Online grooming or explbitation.
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5.3 Child Protection Guidelines for the Staff

Staffmust:

. lv{aintain professional boundaries with the students'

. Avoid all nreans of prirrate or inappropriate online communication

rNtrtsharepersonalcontactdetailsrvithoutauthorizaticn.

. Immediately report any cllncern or suspicion'

5.4 Online Child Protection Measures

. Mottitoring of all tnline platforrns used hy the students'

. Blocking of all unsatb content and platforms'

. Awareness programs on online grooming and predators'

. Restrictions on the social media usage (as per the School Rules).

6. Data Prstection & Frivary

The schocl will:

r Protect pemonal data of the students and slall

. Restrict access to sensitive informati.on.

. Use secure systems fin data storage and communication'

. Rcgular age-appropriate digital citizenship education will tre integrated irto the school

curriculum.

l]sers must: r

. Not share personahinformarion nnline-

. Not upload photos/videos of others rvithout consent.

. Respect confidentiality of the school.

7. Reporting & Incident Management

7.1 Reporting Channels

Incidents related to:

. Cyberbullying

. Online abuse

Child safbty concerns
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Must be repo(ed to:

. To the DOF I Sr. Master. Sr" ]\4istress (GDIPD)

. l{ousetnasterl }lottsemislressll-utor and Matron

. School Cclunsellor

. Headmaster i DHM

'I rnrc Llne:

r Preliminary asscssment within 24 hours'

r Invsstigation initiated within 48 hours'

?.2 Resp*nse Procedure

The school will:

o Ensure immediate safbty of the child'

. clonduct a confidential investigation as per the Child Protection and flisciplinary

Policy af the Sc.hool. ,

r lnttrrm Parents/Cuardians.

r ,Ihke disciplinary action as per t1,e Sihools Disciplinary Policy.

. Repsrt to legal authorities if required'

r Prcvide counselling and support.

8. Training & A**reness

The school will c.anduct:

' Regular cyber safety-workshops for sardents'

. Annual child protrction training for the Staff'

. Awareness sessioas fbr the parents.

9. Lcgal & Regulatory ComPliance

This policy aligns s ith: 
.

. Informalion Technology Act, 2000-

. Cvbcr Crime Prevention Guidelines-

. arrira Protection Laws (including Pocso rvhere applicable).
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a CBSE salety' guidelines.

10. Poticy Violations & Consequences

Violations ma1' result in:

.DisciplinaryaclionaspertheDisciplirraryPolicyoftheSchool-

. Suspension ofdcvice or internet access'

. Legal aclion (if aPPlicable).

1l. Parent PartnershiP

Parents/Guardians are expccted to:

. Monitor children's online trchaviour when at home'

. Supporl school guidelines on device usago'

. Report concerns PromPtlY.
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I2. Acknowledgemenf

All StLrdents- Staff, and ParsnGlGuardiars nrust acknora'iedge that they havc read,

undcrstood. and agreed to comply with this policy'

-i'tie Policy ma1' be rcvie wed alter fwo years'

Vetted B-v-:

Crlc,*
Mr. Ravi Kurnar

HoF-IT Deputy *[eadmaster

I

Approved bY:

-r#{k -
Ilimmat Singh Dhitlon

Headm*ster,

Date: l't January' 2026

Date of Review: l't January.2028
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13- Conseut

l, _ (Father/Mother) clf--*----- , have read the
policy in detail. I completely understand it and agree to adheip to all the terms and conditions
rnentioned therein.

Signature of Parents *'ith date.
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